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Counterfeit Electronic
Part Basics

Basics About Counterfeit 
Electronic Parts



3DISTRIBUTION A. Approved for public release.  Distribution unlimited.

What are Electronic Parts?

Data Source:  ERAI reported parts, 2020 thru mid-2021

Most counterfeited 
electronic parts

Passive (non-
Semiconductor) 

Parts

Active 
(Semiconductor) 

Parts
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What Does ERAI Show?
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Electronic Parts Supply Chain

Safest Suppliers

Riskiest Suppliers

Can also be considered 
authorized suppliers

98% of Counterfeit Risk
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SASC Investigation

Senate Armed Services Committee
(Dec 2010 to Nov 2011, electronic parts only)

Sens. Levin and McCain staff

Largest DoD Contractors 
and Test Labs

(last two years’ data on 
suspect counterfeit)

Government 
Accountability Office

(16 obsolete or non-existent 
parts numbers)

• 1,800 suspect 
counterfeit 
part issues.

• Over 1 million 
affected parts.

Installed in 
three aircraft.
• Targeting
• Display
• Ice Detection

7 obsolete (valid)
5 obsolete (invalid)
4 non-existent
All found, all counterfeit

Investigation

Findings
(11/8/11)
Hearing)

Contacted

At least 70% were from 
China!

Fastest, cheapest – all 
came from China!

Sold by US companies, 
originally from China!
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China Does Not Like 
Unsupervised DoD Visitors

Editorial cartoon from South China Morning Post while SASC 
investigators pursued approved to visit Shenzhen marketplace.



8DISTRIBUTION A. Approved for public release.  Distribution unlimited.

Electronic Waste (E-Waste)

Source:  SMT Corporation

Uncontrolled, careless handling 
of e-waste subjects parts to 
excess vibration and shock.  
Along with potential physical 
damage to the product, it may 
cause mechanical damage and 
compromise the integrity of 
the package.  With cracks in 
the package, chemical damage
can occur when contaminants 
cause corrosion.
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Electronic Waste (E-Waste)

Source:  Basel Action Network

Source:  SMT Corporation

Uncontrolled heating during 
part removal can cause 
thermal damage, leading to 
immediate or latent failures.

Mishandling or sanding of parts 
can cause latent Electrostatic 

Discharge (ESD) failures or other 
forms of electrical damage.
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How Chinese Counterfeits are 
Purchased

Motorola MC12040L Phase/Frequency Detector IC

This part was discontinued by Motorola (OM) in 
1998.  Authorized suppliers like Arrow, Avnet, 
Future, and Digi-Key no longer sell this part.  The 
only place to find replacements is from unauthorized 
suppliers.
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Obsolete Parts

The MC12040L 
was discontinued 
in 1998.

A popular internet 
search engine 
shows many parts 
available 
produced post-
1998.

This screenshot 
was from 2015.

Popular search engine

Impossible
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Obsolete Parts in the Gray 
Market

This screenshot is from 2021.  See any changes from 2015?
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Anyone Familiar with Epic 
International?

Epic 
International 
was indicted 
in 2014 for 

selling 
counterfeit 

parts to 
Groton sub 
base.  All of 
the seized 
parts were 
provided to 
NSWC Crane 
for analysis.
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Anyone Familiar with Epic 
International?

NSWC Crane analyzed the 
seized parts, and filed 24 

GIDEP reports.

60 pounds!
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Most Recent – PRB Logics
(Press Release)

PR
B 

Lo
gi

cs
 k

no
w

in
gl

y 
so

ld
 c

ou
nt

er
fe

it 
pa

rts
 to

 D
oD

 c
on

tra
ct

or
s 

fo
r D

oD
 

us
ag

e.
  C

hi
ne

se
 s

up
pl

ie
rs

 w
er

e 
di

re
ct

ed
 to

 a
lte

r r
ep

or
ts

 to
 h

id
e 

th
e 

fa
ct

 th
at

 p
ar

ts
 w

er
e 

co
un

te
rfe

it.



16DISTRIBUTION A. Approved for public release.  Distribution unlimited.

Most Recent – PRB Logics
(Indictment)
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Most Recent – PRB Logics
(Impact to DoD)

PRB Logics’ owner pled guilty on January 17, 2019.

He was sentenced to 46 months in jail.
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Most Recent – PRB Logics
(Seized Parts)
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Most Recent – PRB Logics
(Seized Parts)



20DISTRIBUTION A. Approved for public release.  Distribution unlimited.

Recent Counterfeit Trends

Recent Counterfeit Electronic 
Part Trends
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Changing Trend in 
Counterfeited Manufacturers*

Used by permission, ERAI*  Manufacturers are not at fault when their parts are counterfeited.

+446 manufacturers
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Dangers of Counterfeited 
Assemblies

Source:  Andover Consulting Group
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Dangers of Counterfeited 
Assemblies

Aventura charges:
• Largest customers are government and government contractors.
• Since 2006, sold Chinese-made security assemblies disguised as American-

made.
• Some Chinese suppliers had known vulnerabilities (e.g., accessing cameras 

remotely).
• “Made in USA” labels attached after receipt from China.
• Requested Chinese manufacturers replace their markings/labels with 

Aventura ones to fool customers.
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Military Parts are Popular 
Targets

Used by permission, ERAI

Trend in military temp 
range parts is down.  All 
other temp ranges are 
trending up.

Regarding military 
qualified parts (5962, 
/883, JANTX, etc.):
• IC’s -- 3.7%
• Transistors -- 4.8%
• Diodes -- 6.0% 

Originally published in the proceedings of the 
Symposium on Counterfeit Parts and Materials 

on August 3-5, 20 
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How Is There Profit in 
Counterfeiting?

• Used obsolete parts cleaned up and sold as new parts (can be 
100x markup).

• Commercial temperature (32F to 158F) parts remarked to 
industrial (-40F to 185F), automotive (-40F to 257F), or military (-
67F to 257F) temperature ranges.

• Slow parts remarked to appear faster.
• Etc.
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Counterfeit Suppliers by 
Country (Weighted)

China and the 
United States 
continue to be 
the main 
source of 
counterfeit 
parts and other 
major issues.  
This data is 
somewhat 
dependent on 
how far back in 
the supply 
chain the parts 
are traced.

Originally published in the proceedings of the 
Symposium on Counterfeit Parts and Materials on August 3-5, 20 

Used by permission, ERAI
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What Is NAVSEA Doing About 
Counterfeit Materiel?

NAVSEAINST 4855.40 – Counterfeit Materiel 
Prevention (Apr 2019) 
• Locally assigned Counterfeit Materiel Coordinator (CMC).
• Critical/High-Risk Materiel

• Must be purchased from authorized suppliers if possible
• Is subject to applicable DFARS/FAR clauses

• Suspect counterfeit materiel must be investigated, reported, 
contained, and dispositioned.

• Part of NAVSEA IG inspections (started FY 2021), every 3 
years.
• Local policies, procedures assessed.
• Updated training provided.
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Infrastructure/Tools
• Electronic Test Equipment
• Real Time/CT-Scanning X-ray systems
• Optical Microscopes
• Scanning Acoustic Microscopes
• Decapsulation & Cross Sectioning
• SEM / Focused Ion Beam 
• X-Ray Fluorescence System
• Fourier Transform Infrared Spectrometer
• Chemical Analysis
• Life Test
• Environmental Testing
• Supply Chain Analysis
• Etc.

28

NSWC Crane
Authentication Capabilities
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Counterfeit Electronic Part 
Examples

A Few More Counterfeit 
Examples



30DISTRIBUTION A. Approved for public release.  Distribution unlimited.

Counterfeit Electronic Part 
Examples
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Counterfeit Electronic Part 
Examples
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Counterfeit Electronic Part 
Examples
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The End.

Questions?
Fred Schipp (frederick.o.schipp.civ@us.navy.mil)

812-854-5848

mailto:Frederick.o.Schipp.civ@us.navy.mil
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